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1. INTRODUCTION
The trustworthy operation of reconfigurable electronic systems is an important
emerging area that is vital to us as security concerns are extending beyond
the software information-processing domain into the hardware domain. Many
researchers are exploring these opportunities within the area of reconfigurable
computing. Indeed, the special role of reconfigurable hardware in the design of
a trustworthy system is illustrated by the following examples.
—From a design perspective, security forms a separate dimension, next to
constraints on area, performance, and power [Ravi et al. 2004]. It is well
known that the best design from a power or performance perspective may
not be the best one from a security perspective.
—Secure design emphasizes information leakage and dependable behavior.
This leads to unique design techniques. Some examples include constantpower/constant-time design, design and implementation of boundaries for
logical and physical protection, design of protected storage, and design of
secure computing primitives, among others.
—In order to optimally defend a secure embedded system, there is need for
isolation techniques that will partition security-critical parts from noncritical parts and that will minimize the use of expensive defenses.
Reconfigurable devices are uniquely positioned to tackle these requirements. By carefully considering security issues in the design of reconfigurable
hardware, security becomes a basic property of the system implementation
rather than being addressed as an afterthought. Additionally, the soft nature
of design in reconfigurable devices provides an opportunity to address intellectual property issues in a detailed and novel manner. Security-related research
efforts using reconfigurable devices have been presented at academic and industrial conferences on a regular basis, and these efforts fall into two broad
categories: (1) secure design technology and architectures and (2) novel secure
applications and secure application exploits. Secure design technology and architectures are able to treat security as a separate design dimension. This is
illustrated in the following examples.
—The reconfigurable fabric supports innovative architectures. Examples include the physical partitioning of subsystems on a single die [Huffmire
et al. 2007], the creation of device-unique identifiers for anti-counterfeiting
and bit-stream authentication [Suh and Devadas 2007], and the design
of side-channel resistant and fault-tolerant circuits [Standaert et al. 2006;
Wollinger et al. 2004].
—Bitstream confidentiality and authentication is required to provide intellectual property protection in the field [Trimberger 2007]. This problem
has a technological dimension (how to support confidentiality with a given
reconfigurable fabric) as well as a methodological, protocol-oriented dimension [Gogniat et al. 2005; Drimer 2007].
—Methods are needed to quantify the trade-offs between security, performance, and power in reconfigurable circuits, in particular in the area of
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cryptographic algorithms [Alrimeih and Rakhmatov 2007]. In addition, formally verifiable design automation techniques ensure that synthesis will
maintain trust and security properties in the design [Hammarberg and
Nadjm-Tehrani 2003].
—The implementation of physically unclonable functions [Guajardo et al.
2007] demonstrates how the uniqueness of a given reconfigurable technology can be used for authentication and anti-counterfeiting applications.
—Tracing, metering, and watermarking of intellectual property (IP) in the reconfigurable design flow is important because such design flows are heavily
reliant on intellectual property components often provided through multiple
parties [Lach et al. 1999]. Reconfigurable technology is particularly susceptible to IP theft because the IP is present in soft form, as bit-streams.
Reconfigurable platforms also enable novel secure applications and provide
opportunities for new methods of attack.
—Modular arithmetic and extended word-length arithmetic can be supported
efficiently on a fine-grain reconfigurable fabric, yielding significant speedups over equivalent software-based systems [Sakiyama et al. 2007; Suzuki
2007].
—Brute-force attacks on cryptographic algorithms can be significantly accelerated using reconfigurable devices [Kumar et al. 2006].
—New attack meethodologies require new countermeasures for security
applications that execute on reconfigurable devices [Standaert et al. 2006;
Wollinger et al. 2004].
—High-quality cryptographic primitives, including true random number
generators, can be built using reconfigurable devices and standard logic
design [Sunar et al. 2007; Dichtl and Golic 2007].
—Finally, trusted computing primitives including block ciphers, stream
ciphers, hash functions and public-key ciphers are all excellent candidates for prototyping on a reconfigurable fabric [Eisenbarth et al. 2007;
Bajracharya et al. 2004].
2. SPECIAL ISSUE OUTLINE
We received twenty-five submissions, each of which was reviewed by a minimum of three reviewers, according to standard ACM guidelines. Based on
the reviewers’ recommendations, we’ve selected five articles for publication in
this special issue. These five articles cover topics from both major areas just
discussed. The topics include low-power implementation of secure algorithms,
new attack methods as well as new countermeasure methods for secure algorithms on a reconfigurable architecture, PUFs, and detection of design tampering. This issue provides an interesting snapshot of active research in security
for reconfigurable devices.
A first important motivation to use reconfigurable logic in secure systems
design is improved performance and energy efficiency. Indeed, architecture
specialization will result in implementations with better efficiency, which has
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an obvious benefit for compute-intensive algorithms such as public-key cryptography. The first article, Elliptic Curve Cryptography on FPGA for Low
Power Applications, is by Maurice Keller, Andre Byrne and William Marnane.
Their article illustrates the impact of the system design parameters of an
elliptic-curve cryptoprocessor on the power and energy consumption of an
FPGA. Such system parameters include, for example, the elliptic-curve coordinate system or the scalar multiplication methods. The authors conclude that
the impact of the ECC system parameters on the execution time of the algorithm is larger than the impact on the power dissipation of the FPGA. Hence,
for energy-constrained operations, the optimization of execution time is more
important.
Intensely researched for over a decade, side-channel analysis exploits the
information leakage of circuits through their power signature. This nonintrusive passive attack can be mitigated using side-channel resistant circuits,
which either randomize or hide the circuits’ power signature during active
operation. The second article, Isolated WDDL: A Hiding Countermeasure for
Differential Power Analysis on FPGAs, is by Robert McEvoy, Michael Tunstall,
Colin Murphy and William Marnane. The authors present a side-channel resistant design technique based on wave dynamic differential logic. In the article, the authors show how to address the routing symmetry requirement that
must be met in an FPGA when implementing WDDL logic.
Side-channel analysis can be performed on any implementation charateristic of a system. Recent developments have focused on electromagnetic (EM)
radiation, emitted by a cryptocircuit as a result of switching digital gates.
The third article, Electromagnetic Radiations of FPGAs: High Spatial Resolution Cartography and Attack of a Cryptographic Module by Laurent Sauvage,
Sylvain Guilley, and Yves Mathieu describes such an EM-based attack on reconfigurable logic. By using small EM-probes, the authors can perform localized power measurements with an increased signal-to-noise ratio compared to
global power measurements. The authors present measurement results and a
successful attack on a commercial 130nm CMOS FPGA.
The fourth article addresses an important and new development in reconfigurable technology: the design of robust cryptographic hardware security primitives. By the nature of the manufacturing process variations, it is possible
to distinguish one unique die from another one by building a physically unclonable function (PUF). These PUF have important applications as secure
nonvolatile key storage and as components in intellectual property protection
protocols. In Techniques for Design and Implementation of Secure Reconfigurable PUFs, Mehrdad Majzoobi, Farinaz Koushanfar and Miodrag Potkonjak
describe methods to protect a PUF against reverse engineering and emulation
attacks. The authors propose countermeasures that exploit the reconfigurability of the FPGA fabric.
A recent concern that has raised interest from DARPA and system houses
is that of malicious tampering of the configuration data in reconfigurable
circuits. These modifications are called Trojans and are intended to subvert
a systems’ correct operation after deployment. Trojans must be mitigated by
detecting tampering in the reconfigurable design flow. The challenge is that
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these malicious modifications cannot be predicted upfront. In the final article,
Trust-Based Design and Check of FPGA Circuits Using Two-Level Randomized
ECC Structures, Santanu Dutt and Li Li discuss techniques to detect Trojans
inside of the reconfigurable logic of an FPGA. The detection techniques are designed so that the chance for a Trojan to bypass the detection circuitry becomes
very small.
3. CONCLUSIONS
Security is an increasingly important aspect in reconfigurable systems design.
A broad and rich design space is available to designers who need trustworthiness at the system level, architecture level or circuit level. The articles in this
special issue document a few of the recent exciting developments. At the same
time, large areas of the design - and research space have yet to be explored.
This includes for example an end-to-end design flow to map a given specification into a secure and trustworthy implementation on a reconfigurable device.
Hence, the guest editors would like to encourage researchers to investigate
this novel area.
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