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Secure Hardware Design
Block Ciphers: Overview
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[J. Savard]

http://www.quadibloc.com/crypto/jscrypt.htm
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* Block Cipher Principle
 True Block Cipher
o Attack Complexity

* Block Cipher Structure
« SP Network, Feistel Network
« Key Schedule

 Hardware Implementations
* Low-footprint - Example
« High-throughput - Pipelining
« Comparing Block Cipher Implementations
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Block Cipher Principle

k bit key
key = 2k key values

L

plaintext P
One block of plaintext n Block Cipher n ciphertext C
= n bits ——> . a
= 21 symbols Encryption
key

L

n Block Cipher | n |
: : ——> plaintext P
Decryption

C = E(P)
P =Dy(C)
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Encryption Operation

* Encryption is a 1-1 mapping of plaintext
symbols into ciphertext symbols under
control of a key

2" possible

2" possible
symbols

symbols

Plaintext Ciphertext
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Encryption Operation

* Encryption is a 1-1 mapping of plaintext
symbols into ciphertext symbols under
control of a key

Key = K2

2" possible

2" possible
symbols

symbols

-
-
-
-

_————
-

-
-
-
~ - -_— -

Plaintext Ciphertext
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Encryption Operation

« How many possible 1-1 mappings exist?

2" possible

2" possible
symbols

symbols

Plaintext Ciphertext
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Encryption Operation

« How many possible 1-1 mappings exist?
e (2M1=1.2.3....2"

2" possible

2" possible
symbols

symbols

Plaintext Ciphertext

PRS/VT - ECE 5984 CRN 17266 Spring 2009 7



Encryption Operation

« How many possible 1-1 mappings exist?
e (2M1=1.2.3....2"

choose 1 from 2"

2" possible

2" possible
symbols

> symbols

S—
\\

e

l

// K
Vil

Plaintext Ciphertext
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Encryption Operation

« How many possible 1-1 mappings exist?
e (2M1=1.2.3....2"

2" possible

2" possible
symbols symbols
o
o —»
choose 1 from
Plaintext 2n-1 Ciphertext
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Encryption Operation

« How many possible 1-1 mappings exist?
e (2M1=1.2.3....2"

2" possible

2" possible
symbols

symbols

. choose 1 from .
Plaintext Ciphertext

2"-2
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Decryption Operation

 There are (2M)! possible mappings
« The mapping is a bijection for decryption

2" possible

2" possible
symbols

symbols

Plaintext Ciphertext
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Encryption Operation

 There are (2M)! possible mappings

« How many mappings are implemented by a
real block cipher?

2" possible

2" possible
symbols

symbols

Plaintext Ciphertext

PRS/VT - ECE 5984 CRN 17266 Spring 2009 12



Encryption Operation

 There are (2M)! possible mappings

 There are 2 possible keys;
each key selects one possible mapping

2" possible

2" possible
symbols

symbols

Plaintext Ciphertext
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Encryption Operation

 There are (2M)! possible mappings
« There are 2 possible keys
« Typically 2 k <<< (2M)!

2" possible

2" possible
symbols

symbols

Plaintext Ciphertext
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True (Random) Block Cipher

A True Block Cipher will implement  all
possible (2 ™)! mappings

o |If 2k <<< (2!, then associate each key with a
ciphertext subset, and select a single
mapping within the subset at random

subset

all subsets must be
disjoint in order to
ensure decryption
IS possible

randomly
choose
this

Plaintext one .
Ciphertext
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True (Random) Block Cipher

A True Block Cipher will implement  all
possible (2 ™)! mappings

o |If 2k <<< (2!, then associate each key with a
ciphertext subset, and select a single
mapping within the subset at random

[Handbook of Applied Cryptography, Ch 7]

http://www.cacr.math.uwaterloo.ca/hac/

* Real block ciphers are deterministic

* Real block ciphers will only implement
partial mapping

* Real block ciphers are computationally
secure , but not unconditionally secure
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Attacks on Block Ciphers

key
1; Kk

n Block Cipher | »
Encryption

* Cryptographic attacks - Important Cases

° Ciphertext-only Cryptgnalygig Techniqueg will |
exploit statistics, algebraic analysis,

e Known plaintext — correlation, differential analysis, ...

 Chosen plaintext Many techniques & details in

"Applied Cryptanalysis" by M. Stamp,

Wiley-Interscience ‘ t
g {

APPLIED
CRYPTANALYSIS

in the Real World
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Attacks on Block Ciphers

key

L
n Block Cipher | »
—> . —>
Encryption

* Cryptographic attacks - Important Cases

o Ciphertext-only, Known plaintext, Chosen
plaintext

e Suppose the block size becomes very small
(eg. n=8). Are cryptographic attacks easier?
Why?
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Attacks on Block Ciphers

key
L
n Block Cipher | »
——> : —>
Encryption

* Cryptographic attacks - Important Cases

o Ciphertext-only, Known plaintext, Chosen
plaintext

 When n is small, can maintain a dictionary

* Given adictionary of 2 (2 ciphertext blocks,
matches with new ciphertext blocks are likely

* This reveals information on plaintext statistics
e Avoid by making n bigger
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Attack Complexity

 What does it mean to have an efficient
attack on a block cipher with (n-bit blocks)
and (k-bit keys) ?

e Case 1: Data Complexity = the number of input
blocks tried out

* |fwe cantry 2 " input blocks, we can completely
characterize the encryption function under a
fixed key.

 Hence, the data complexity of an attack must be
smaller than 2 "to be better than a simple brute-
force mechanism
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Attack Complexity

 What does it mean to have an efficient
attack on a block cipher with (n-bit blocks)
and (k-bit keys) ?
« Case 1: Data Complexity <2 "

o Case 2: Processing Complexity = the number of
encryptions (or operations) performed

* |f we can perform 2 ¥ encryptions, we can brute-
force search for a key for a given plaintext,
ciphertext pair

 Hence, the processing complexity of an attack
must be smaller than 2 kto be better than a
simple brute-force mechanism
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Attack Complexity

 What does it mean to have an efficient
attack on a block cipher with (n-bit blocks)
and (k-bit keys) ?
« Case 1: Data Complexity <2 "
« Case 2: Processing Complexity <2 X
 Before an attack can have practical
conseguences, its complexity must be

significantly lower than the boundaries
mentioned above
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Overview

* Block Cipher Principle
 True Block Cipher
o Attack Complexity

* Block Cipher Structure
« SP Network, Feistel Network
« Key Schedule

 Hardware Implementations
* Low-footprint - Example
« High-throughput - Pipelining
« Comparing Block Cipher Implementations
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Product Ciphers

 Most Modern Block Ciphers combine
several different computational concepts

e Substitution W W
—“> lookup table >

e Permutation %

 Modular Arithmetic
e Combined into one or more rounds

e Such designs are called product ciphers
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SP and Feistel Networks

 There are two prominent classes of product
ciphers

o Substitution-Permutation Networks (SPN)
—E.g. AES, Serpent, PRESENT

e Feistel Networks

—E.g. Blowfish, DES, FEAL, KASUMI, MISTY1,
RC5, Twofish, RC6, Skipjack
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SP-Networks

Plaintext
L. LWL
S S S S Substitution Boxes
P Permutation Boxes
S S S S
4 \ 4 4

Wi T

Ciphertext
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SP-Networks

Plaintext
Ll L L
S S S S Substitution Boxes
P Permutation Boxes

S and P must be invertible

S S S S e.g. for S, there mustbean S -1
such that S(S 1(A)) = A

y \ y y
for P, there mustbea P -1
such that P(P 1(A)) = A

Wi T

I)
Ciphertext Why
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SP-Networks

Ciphertext
Lobd Wy LU B
p-1 Decryption requires
Invertible
LY LY ’ : S and P functions
S S S Sh
P-l

WL
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SP-Networks

lterated SP-Network Plaintext

Include
(round)-key

S :
o y

P 1 round

Key 4 )
—-L\ S S S S
Include
(round)-key F A ; ; 1 round
P
\L J
VAVAVA VAVA VAVAVA VAVAVA
Ciphertext
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Feistel Networks

F Round Key

F Round Key
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Feistel Networks

Li.s = R
R, =L+ F(Ri, Ki)
L R
l | Assume
A=R
B=L+F(R,X)
F Round Key then

L=B + F(A, X)
R=A

L J a) Encryption and Decryption use
A B the same kernel
(need to apply the round keys
In opposite order)

b) F does not need to be invertible
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Number of Rounds

 lterative block ciphers (SP Network or
Feistel) will be stronger if more rounds are
used

e In addition, if more rounds can be used,
then the components (S -boxes, P -network,
Feistel round function) can be simpler

 However, more rounds mean longer
computation time

« Typical ciphers: 10 (AES) .. 16 (DES) ..
32 (PRESENT)
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Implementing Round Computations

* Block Ciphers use a common set of
elements

e Control and Storage !

e Datapath:
—Lookup Tables (S-box)
—Fixed Permutations
—Modular Add
—Fixed Shift/Rotation
—Variable Shift/Rotation
—Modular Multiplication
—Multiplication with a constant
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Example

Substitution-

Block permutation Pseudo- Fixed Fixed  Variable Multiplication

No.of  size (SP) Arithmetic random permu- Addition  shift/ shift/ Modular with a
Algorithm rounds (bits) Feistel network S-box S-box tations (mod 2w) rotation rotation multiplication constant
DES/ 6/48 64 Yes Yas Yes s
Triple DES
IDEA 8 64 Yes Yes Yes
RC5 12/16 32/128 Yes Yes Yes
AES 10112114 128 Yes Yes fes Yes Yes
(Rijndasl)
RCE 20 128 Yes Yes Yes Yes
MARS 2x16 128 Yes Yes Yes Yes Yes Yes
Serpent 32 128 Yes Yes Yes Yes
Twofish 16 128 Yes Yes Yes Yes Yes Yes
XTEA More 32 Yes Yes Yes

than 31
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Key Schedule

Plaintext
I |
Iterated Round
Ke
Feistel Network < Y Key
or SPN Network Schedule

v
Ciphertext
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Key Schedule

 Key Schedules are
round functions,

too
e |dentical to round
Yo e | (eg. Whirlpool)
= { 0 { v o simplified version
2L o e B opg ] (eg. PRESENT)

mj
| e |
A
h;

[Pramstaller, TU Graz]

PRS/VT - ECE 5984 CRN 17266 Spring 2009 36

operation mode




Key Schedule

Plaintext
Round

Key Key
Schedule

Iterated
Feistel Network [€
or SPN Network

v
Ciphertext

e Encryption vs Decryption
 Round keys are consumed in opposite order

* Online vs Offline Key Schedules

o Offline: Round keys are pre-computed and
stored in RAM

e Online: Round keys are computed on-the-fly
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Key Schedule

e Online vs Offline

* Give some cases where online key scheduling
IS better (in hardware implementations) ?
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Key Schedule

e Online vs Offline

* Give some cases where online key scheduling
IS better (in hardware implementations) ?

- When the key changes very frequently

- When low encryption latency after a key
change is essential

- When circult area is essential and there is no

other means to generate round keys under
variable keys
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Key Schedule

e Online vs Offline
e This decision is trickier than it looks!

« Example: Decryption and Encryption requires
round keys in opposite order

* Not all key scheduling algorithms can generate
the round keys both ways:

—DES algorithm can generate roundkey|O .. 15]
as well as roundkey[15 .. O]

—AES algorithm can only generate roundkey[O
.. 9]

—Hence, an online key-scheduler for AES
decryption cannot avoid additional storage
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Overview

* Block Cipher Principle
 True Block Cipher
o Attack Complexity

* Block Cipher Structure
« SP Network, Feistel Network
« Key Schedule

 Hardware Implementations
* Low-footprint - Example
e High-throughput - Pipelining
« Comparing Block Cipher Implementations
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Lightweight Block Ciphers

[Eisenbarth, U Bochum]
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PRESENT Block Cipher

e [U Bochum, DTU, France Telecom] 2007

* |ldea: make a ultra-small cipher, for future
small-footprint devices

« RFID
* Wireless Battery Operated Devices

 Emphasize small area while maintaining
reasonable cryptographic strength

 Use a commonly accepted structure
* Block Cipher

PRS/VT - ECE 5984 CRN 17266 Spring 2009 43



PRESENT Block Cipher

* Design Principles
o SP Network with 80-bit key and 64-bit block
e 16 4x4 S-boxes
e Simple Permutation (wiring)
31 Rounds

e Optimize for:
—Encryption-only (RFID authentication)
—Area
—Hardware

PRS/VT - ECE 5984 CRN 17266 Spring 2009
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PRESENT Block Cipher

e Two rounds in the PRESENT SP-Network

[Bogdanov et al, U Bochum]

PRS/VT - ECE 5984 CRN 17266 Spring 2009 45



PRESENT Block Cipher

e S-Box

P Layer
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PRESENT Block Cipher

 Key Schedule
 Round 1: Key = 80-bit user key
 Roundkey = Key[63..0]
 Roundkey update:

80 bit
[ <—— ]
rotl 61 @
: | <—]
S round counter
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PRESENT Implementation

X plaintext key 80

e | L
16x Sbox \ \_J \_J

T ] [sj(?

(s][s](s][s] F daace > key (80)
N ft\ o w0 ‘ rotl 61 \
< X O\ X B
ciphertext

« 1570 GE In 0.18 micron CMOS
e 200 Kbps @ 100 KHz, 3.3 microwatt

[Poschmann et al, U Bochum]
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High Throughput Schemes

e The straightforward implementation of an
Iterated Block Ciphers is an iterated
architecture

Specification (standard) Hardware

Input

l
v/

Loop =

Logic for
one round

Vv

Output
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High Throughput Schemes

* The straightforward implementation of an
Iterated Block Ciphers is an iterated
architecture

o # cycles/encryption = #rounds/encryption
Input

!
v/

Logic for
one round

y

Output
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High Throughput Schemes

 Loop Unrolling reduces the # cycles per
encryption but increases critical path

Logic for
one round

Critical Path Doubles

Logic for
one round

v

Output
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High Throughput Schemes

* Inner-round pipelining decreases the clock

perIOd Clock Period Decreases, but Latency Increases
Input and Throughput does not increase !
l Input
\ / :
IN
IN
—|> s1 s1 s1
s1 - \ S2 S2 S2
Logic for S3 S3 S3
- oneround =
S2 < < <
Round 1 Round 2 Round 3i
S3 \ J Output

Output

PRS/VT - ECE 5984 CRN 17266 Spring 2009 52



High Throughput Schemes

* Inner-round pipelining decreases the clock

period
With careful scheduling, execution overlap
Input will result in increased Throughput
l Input
\ / :
IN
IN [ IN [ IN
—|> s1|s1|s1|s1|s1|s1|s1|s1|s1
s1 - \ S2(S2|S2|S2(S2(S2[S2|S2|S2
Logic for S3[s3|s3|s3|S3|S3|S3[S3 S3
- oneround =
S2 < < <
Round 1 Round 2 Round 3i
S3 \ J Outputi i
Output
/ Output
Output
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High Throughput Schemes

e Quter-round pipelining inserts pipeline
registers in unrolled loop

J, Latency does not increase
Throughput does not increase

IN
Logic for
R1 R3 R5 R7

one round
I R2 R4 R6 R8
Logic for i/

one round

Output
A\
Output
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High Throughput Schemes

e Quter-round pipelining inserts pipeline
registers in unrolled loop

Input
l Latency does not increase
\ / With careful scheduling, execution overlap
will result in increased Throughput
| \%
Logic for IN'| IN
Sl BUIre R1| R1| R3| R3| R5| R5| R7| R7
I —
Logic for R2|R2|R4|R4|R6|R6|R8| R8
one round i/
Output
Vv
Output
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High Throughput Schemes

e Quter-round and Inner-round pipelining can

be combined

Input

}

\
-

one round

one round

SIS
T mixed inner-outer

 Throughput <

basic
iterated
design

Area

mixed inner-outer
Y FaY FaY
A4 A4 A4
outer-round
© © ©

- \

i

Output
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Overview

* Block Cipher Principle
 True Block Cipher
o Attack Complexity

* Block Cipher Structure
« SP Network, Feistel Network
« Key Schedule

 Hardware Implementations

* Low-footprint - Example

« High-throughput - Pipelining
 Comparing Block Cipher Implementations
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Comparing Implementations

e Comparing (hardware implementations) of
block ciphers depends on many parameters

e Beware of tables such as:

Table 1: Area/Performance Comparison for AES

Slices Speed (ns)
Ours [2] 2344 15
Yours 4500 16
Theirs [5] 2820 48
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Comparing Implementations

e Comparing (hardware implementations) of
block ciphers depends on many parameters

e Beware of tables such as:
Point out five issues In this table ?

Table 1: Area/Performance Comparison for AES

Slices Speed (ns)
Ours [2] 2344 15
Yours 4500 16
Theirs [5] 2820 48
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Comparing Implementations

Table 1: Area/Performance Comparison for AES

Slices Speed (ns)
Ours [2] 2344 15
Yours 4500 16
XC4VLX40
Theirs [5] 2820 48 Step 6
ISE 10.1

 What Technology ?
« What FPGA?
 What Speed Grade?
 Which Tool Version?
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Comparing Implementations

Table 1: Area/Performance Comparison for AES

Slices Macros | Speed (ns)
Ours[2] | 2344 AMULT 15
2 DCM
yours 4500 w2 PRA 16 XC4VLX40
! Step 6
Theirs [5] 2820 ? 48 ISE 10.1

Optimize for Speed

 What Special Features ?
 For FPGA: RAM Modules, Multipliers ?
 For ASIC: Hard Macros ?
 For Tools: Special Command Switches ?
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Comparing Implementations

Table 1: Area/Performance Comparison for AES

Slices Macros | Speed (ns)
Ours[2] | 2344 AMULT 15
2 DCM
Yours [8; 4500 e 16 XC4VLX40
! - Step 6
Theirs [5] 2820 ? 48 ISE 10.1

Optimize for Speed

« Complete References ?
« Always look for a published reference
o Use the best and latest data available
 Don't play a numbers game
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Comparing Implementations

Table 1: Area/Performance Comparison for AES
Encryption in CBC Mode

Slices Macros | Speed (ns)
Ours[2] | 2344 AMULT 15
2 DCM
Yours [8] 4500 oA 16 XC4VLX40
! Step 6
Theirs [5] 2820 ? 48 ISE 10.1
Optimize for Speed

e What Algorithm Parameters ?
* Encryption/Decryption ?
* Online/Offline Key-schedule ?
 What Mode of Operation ?
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Comparing Implementations

Table 1: Area/Performance Comparison for AES
Encryption in CBC Mode *

Slices Macros | Speed (ns)
Ours[2] | 2344 AMULT 15
Yours [8] 4500 stEfFTAM 16 >S(tC;4Fl)V6LX4O
Theirs [5] | 2820 ? 48 imive for Speed

* Raw Encryption Performance

e What Interface ?

 \What constraints are there on I/O?
e |/O Limited or Compute Limited?
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Comparing Implementations

Table 1: Area/Performance Comparison for AES
Encryption in CBC Mode *

Slices Macros | Speed (ns)
Ours[2] | 2344 AMULT 15
Yours [8] | 4500 2 16 Sepo
Theirs [5] | 2820 ? 48 Grimie for Spesd

* Raw Encryption Performance

 Make your data useful !
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What we talked about

* Block Cipher Principle
 True Block Cipher
o Attack Complexity

* Block Cipher Structure
« SP Network, Feistel Network
« Key Schedule

 Hardware Implementations
* Low-footprint - Example
« High-throughput - Pipelining
« Comparing Block Cipher Implementations
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